KRYPTUS AND PERTO S.A
Perto S.A. acquires HSM from Kryptus to use in the secure process of loading
cryptographic keys in its POS terminals, PINPADS and ATMs. Kryptus kNET HSM
will be responsible for the safe storage and distribution of cryptographic keys to
POS terminals, PINPADS, and ATMs of the company’s clients.

THE PARTNERSHIP.
Kryptus, a Brazilian multinational specialized in cryptography and cyber
security, was the company selected by Perto to supply the HSM that will be
responsible for the protection and management of cryptographic keys of
its clients’ POS terminals, PINPADS and ATMs.

PCI PIN SECURITY.
The HSM was implemented to comply with the
requirements of the PCI PIN Security standard,
issued by the PCI Security Standard Council, an
organization that defines the payment options
security standards of the payment industry.
The PCI PIN Security standard determines that
symmetric cryptographic keys used for password
processing (PIN - Personal Identification Number)
must be stored and distributed in a block format to
guarantee the integrity and proper use of keys.
“We had an HSM equipment that did not support
key processing in block format and because of that
it would not be approved by the PCI PIN Security
recertification process; so there was the need to
look for a new HSM solution in the market”, tells
João Quevedo, Information Security Manager of
Perto’s POS Unit.

BEST COST-BENEFIT RATIO.
Before opting for the Kryptus HSM, Perto made extensive
research on equipment from other international suppliers.
According to Quevedo, the selection of Kryptus kNET HSM
was based on several reasons: “In addition to the equipment
having the requirements that comply with the PCI PIN
Security standard (FIPS 140-2 Level 3 certification), the
company presented a very attractive and adherent proposal
to our business. We evaluated the features and tested the
equipment before the acquisition, making us comfortable
with the change,” he says.

NATIONAL
TECHNOLOGY AND
AGILE SERVICE.

SECURITY
GUARANTEE.

Two other highlighted points that influenced the choice
of Kryptus were the excellent pre-sale service and the
fact that it is also a Brazilian company, which ensures
greater proximity with the technical teams and a much
lower impact of cost due to exchange rate variations.
According to Quevedo, these benefits brought by the
choice of Kryptus equipment will contribute positively
to Perto’s growth plans which involve the ATM line
and the expansion of the production line of POS and
PINPADS terminals, aiming to enhance its share in this
product segment.

Quevedo explains that the acquirer (the company
that processes the financial transaction) provides its
cryptographic keys securely via key’s components custody
to be injected in the HSM and then transferred to various
POS, PINPADS, and ATMs in an automated and secure way
by Kryptus kNET HSM in a block format according to the
TR-31 standard.

HIGH PERFORMANCE AND
ROBUST SECURITY.
For Kryptus, the financial market was missing options of robust cryptographic
solutions and equipment that meet card flags security standards, as well as provide
better cost-benefit for companies. “We are moving quickly in the financial industry,
especially in the payments sector, this is the result of above-expected performance
and very robust security”.
PCI PIN Security is an international security standard that must be adopted by all
companies that securely manage, process, and transmit personal identification
number (PIN) data during the online and offline payment card transactions at ATMs
and POS or PINPADS. FIPS 140-2 Level 3 certification by HSM kNET is one of the
requirements for ensuring the security of cryptographic keys.
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