ITI AND KRYPTUS:
“INNOVATING PARTNERSHIP
FOR PKI IN BRAZIL”
Responsible for the public standard of digital certification in Brazil, the Brazilian
Public Key Infrastructure - ICP-Brasil, led by the National Institute of Information
Technology - ITI, completes 20 years of an innovative project. During these two
decades, Kryptus, a Brazilian multinational company that provides cryptography
and cybersecurity solutions, has been a partner in important achievements. To
recapitulate this story of success, Roberto Gallo, CEO of Kryptus, interviewed
Maurício Coelho, Director of ICP at ITI.

PUBLIC-PRIVATE PKI MODEL.
Originally designed to operate exclusively in the governmental sphere, ICP-Brasil soon opened itself up to a public-private model.
“Even back in 2001 already was the first moment of innovation, when we proposed a hybrid model of infrastructure open to society,”
recalls Coelho. “We have the participation of public and, mostly, private entities, which account for 90% of ICP-Brazil’s emissions. Today
we have more than 2,000 accredited entities, it’s a model that proved to be right”, celebrates the ITI director.

SIDE BY SIDE IN THE GENERATION OF NATIONAL
TECHNOLOGY FOR CERTIFICATE MANAGEMENT.
The beginning of operations was in Serpro (IT public company) which, back in the
day, was located in the neighborhood of Horto, Rio de Janeiro. At that time, recalls
Coelho, the ITI did not have its environment and relied on cryptographic solutions of
the management systems and HSMs from a private foreign provider, which offered
limited flexibility. “There In that time we had our first big challenge, how to get out of
that condition of being a hostage by a solution.”
Then, in 2003, the first major innovation project for ICP-Brasil came out. The goal was
to develop a national certificate management system with its technology. Coordinated
by the ITI, the project - named João-de-Barro - had several partners, such as LabSEC
(UFSC), CASNAV (Navy), RNP, and Kryptus, which participated in the development of
the hardware responsible for deploying, in 2008, the certificate management system
named IUAPA - the indigenous name for “root” - already in the institute’s environment,
located in Brasília.
“In 2001, the root v0 was issued, the first root. With the HSM provided by Kryptus,”
continues Maurício Coelho, “in 2008 we issued the root v1, already in a national
solution, the first root in a 100% Brazilian hardware and software solution. It was a
very interesting innovation step, and since that moment we had the contribution of
several partners, and here I emphasize Kryptus’ contribution.”

GUARANTEED INTEROPERABILITY
AMONG CRYPTOGRAPHIC EQUIPMENT.
Another point highlighted by the ITI director concerns the
homologation process for cryptographic equipment in Brazil. “We
always had the international homologations, but we felt the need
to reach not only the technical, cryptographic issues but also the
interoperability issues”, he points out. “For example, when a user
had a smart card from company A and needed to use it in a reader
from company B, it didn’t interoperate, and vice-versa, or when we
needed to replace HSMs and it didn’t work. So, again we had the
contribution of several industry partners that supply these devices
(cards, tokens, HSMs), and Kryptus was with us once more to
idealize this homologation system, which was born as an internal
homologation at ITI. We conducted the entire process and had the
partnership of LSI-TEC, from USP (University of São Paulo), as a
testing lab, and Kryptus HSM was the first to be approved by ICPBrasil, precisely because it was the HSM we applied at the Root CA,
in 2008, in this solution that came from v1.

SECURE ALGORITHMS AHEAD
OF THREATS.

COST REDUCTION FOR
TIME STAMP APPLICATION.

In 2010, the root v2 was issued, with more robust cryptographic
security; and, in the same year, the root v3 - the first one to have
elliptic curves. Coelho points out, however, that the Snowden
leak case, in 2013, brought a new challenge: “There was a
suspicion of these curves, of the possibility of a backdoor issue,
and as we have always prioritized total security at ICP-Brasil, the
managing committee decided to revoke the v3 root in 2014”.

The most recent partnership between ITI and Kryptus
involves the development of an open protocol for
time synchronization and auditing, already adopted by
ICP-Brasil last semester and, from this year r, by the
accredited time authorities. “We had been operating
the system of the time auditing entity, EAT, which is
the Brazilian time root, also operated by the ITI, with
proprietary technology. With the adoption of this
open protocol, other industries will also be able to
develop equipment, either being synchronizers or
timestamps, expanding the offer and reducing costs.
After all, the timestamp is a very important element in
digital signatures, as it provides temporal evidence the
signature was made. I could not fail to emphasize this
innovation, the most recent one we are working on,”
concludes Coelho.

One year later, in a process that again counted on the support
of Kryptus and other sectors of industry and the academy, the
root v4 was issued, with brainpoolP512 elliptic curves. “This
root was adopted by the Ministry of Foreign Relations for the
Brazilian electronic passport signature, raising it to a fantastic
security standard. It’s another important case for Brazil” Coelho
mentions proudly.
In late 2018, Edwards curves were adopted, with the issuance
of two roots: v6 (edwards448) and v7 (edwards521) - the later
one, Coelho explains, “a curve already standardized by Brazilian
researchers, the only root in the world, as far as we know, of PKI
to adopt this curve, considered one of the safest.” He continues:
“This work on Edwards brought a very interesting innovation,
which came from the discussions about the security of the
Brazilian cryptographic urns, and it was precisely from this work
that the specifications emerged. In fact, the whole development
of a cryptographic library, and the adequacy of Kryptus HSM,
with edwards521 being applied in the making of the new
electronic urns, which will be used in the 2022 election.”

ABOUT KRYPTUS.
Kryptus is a Brazilian-swiss company with a global presence that provides encryption
and cybersecurity solutions for Defense, Intelligence, Government, and private sector
customers worldwide. Through projects that integrate hardware, software, and services,
Kryptus offers highly customizable, reliable, and secure solutions with cutting-edge
technology, free from any and all surveillance laws.
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