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Executive summary

The May 2026 update to Windows Server 2025 (KB5087539) enabled the post-quantum
algorithm ML-DSA (FIPS 204) in Active Directory Certificate Services (AD CS). Combined with
the Kryptus CNG provider (KSP), it makes it possible to operate a quantum-resistant
Certification Authority (CA) whose signing key never leaves the HSM.

This Application Note presents the context of the post-quantum transition and a reproducible step-by-step
for: (1) updating Windows Server; (2) installing and provisioning the Kryptus CNG provider; (3) creating a CA in
AD CS using ML-DSA with the key generated and protected in the ASI-HSM AHX5 kNET; and (4) issuing
certificates and certificate revocation lists (CRLs) signed with ML-DSA.
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1. Context

In August 2024 NIST finalized the first post-quantum standards: FIPS 203 (ML-KEM) for key encapsulation,
FIPS 204 (ML-DSA) and FIPS 205 (SLH-DSA) for digital signatures. From there, industry adoption advanced
quickly.

Microsoft brought post-quantum support in successive layers. In September 2024, ML-KEM and XMSS
reached the SymCrypt cryptographic library. In May 2025, PQC appeared in the CNG APIs of Windows Insiders
and Linux in early access. In late 2025, the ML-KEM and ML-DSA APIs reached general availability on Windows
Server 2025 and Windows 11 24H2/25H2, already integrated into CNG and the certificate functions. In May
2026, update KB5087539 (build 26100.32860) brought ML-DSA to AD CS, enabling certificate issuance by the
PKI role.

On the Kryptus side, work with post-quantum algorithms began in 2020; the milestone came in 2024, when the
ASI-HSM AHXS5 kNET obtained NIST CAVP certification for its ML-DSA and ML-KEM implementation. The
HSM generates and safeguards ML-DSA keys (and other PQC families) inside the secure hardware, and the
Kryptus CNG provider (KSP) integrates it into Windows as a native Key Storage Provider that, with the AD CS
update, now backs end-to-end post-quantum CAs.

1.1 About this proof of concept

This document is a technical proof-of-concept (PoC) guide. The step-by-step in the following chapters was
validated in a lab environment, with example values (endpoints, credentials, server and Certification Authority
names). Each figure corresponds to the actual output of that lab.

Because it is a PoC, this guide does not replace a production deployment project. Before applying the
configuration described here to your PKI, adapt each step to your environment's security policies, network
topology, capacity sizing, and compliance requirements. Validate the whole setup in a staging environment
before migrating to production.
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2. Prerequisites

* Windows Server 2025 for the CA(s), with update KB5087539 (2026-05) or later (build 26100.32860+).
For a test environment, download the evaluation image from the Microsoft Evaluation Center (ISO or
VHD ready for Hyper-V).

® AD CS role installed on Windows Server 2025: Server Manager — Manage — Add Roles and Features —
Active Directory Certificate Services, selecting the Certification Authority service. The CA configuration
(choosing the kNET ML-DSA provider) is done in the step-by-step of §3.3.

* Kryptus CNG provider (KSP) for kNET (signed MSI installer).

® ASI-HSM AHX5 kNET reachable over the network, with firmware that supports ML-DSA, and a
user/operator with permission to create and use keys.

* Administrative account on the CA server.

* To validate the issued ML-DSA certificates and verify their trust chain, you need a client machine with
post-quantum cryptography support: Windows 11 24H2/25H2 with update KB5067036 (Oct/2025)
or later. Clients without PQC support simply do not recognize ML-DSA certificates.
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3. Step-by-step

3.1 Update Windows Server 2025

o Install the cumulative update KB5087539 (2026-05). There are three equivalent ways; choose the one
that fits your environment:
o Windows Update (simplest): in Settings — Windows Update, click Check for updates. The package
is downloaded and installed automatically.
o Offline package (.msu): download the file from the Microsoft Update Catalog and install it by
double-clicking (opens the Windows Update Standalone Installer) or via the command line:

PS> wusa.exe .\windows11.0-kb5087539-x64.msu /quiet /norestart

o Enterprise management: in managed fleets, the update is distributed automatically by the
corporate update servers, such as WSUS (Windows Server Update Services) or Microsoft Intune.
Restart the server when prompted.

o Confirm the build after the reboot:

PS> $cv = Get-ItemProperty 'HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion'
PS> "$($cv.CurrentBuild).$($cv.UBR)"
26100.32860 # expected build (or higher)

3.2 Install and provision the Kryptus CNG provider (KSP)

e Run the signed installer knet-ksp-<version>.msi and follow the wizard: accept the license agreement
and finish with Install — Finish. The provider is registered in Windows as kNET Key Storage Provider
(Figure 1).

Please read the KNET Key Storage Provider
License Agreement

+ 2 KRYPTUS

shaping trusted bonds

kNET Key Storage Provider
Copyright () Kryptus. All rights reserved.

KNETCNG

Key Storage Provider This software ("the Software") is provided by
e Kryptus for internal use under the terms of
your existing agreement with Kryptus. The
Software is provided "as is", without warranty
of any kind, express or implied, including but
not limited to the warranties of merchantability,
fitness for a particular purpose and
noninfringement.

[C)1 accept the terms in the License Agreement

Print Back Insta Cancel

Figure 1. The Kryptus CNG provider installer.
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o Open the KSP graphical tool. On the Connection tab, enter one or more HSM hosts (one per line; multiple
endpoints for cluster/high availability), the Port, the Username, and the operator password. Check Verify
TLS and click Fetch TLS Conf so the tool fetches the HSM's TLS chain and certificate and fills in the

corresponding fields. Use Test Connection to validate and click Apply to save (Figure 2).

HSM connection

HSM hosts

Port
Username
Password
Timeout {ms)
Verify TLS
TLS CA

TLS cert

kMET hostname

kNET CNG KSP Configuration vi.

Connection | Status | Keys | Logs

60571 Shared by every host above
operador-pki
15000
Validate the certificate chain presented by the HSM

CN=Kryptus kNET Root CA 7A1B4CSD2EGF@3158A2B7C4DIEGF1AZB3CADSEEF  (CA:TRUE)

CN=knet-hsm.exemplo.local 3F2A9C1BSE7DBE4266A1FBICAD4EBATC12B3D4ES

knet-hsm.exemplo.local

Configuration loaded from registry. | Fetch TLS Conf | | Test Connection ‘ Apply

Figure 2. KSP graphical tool: connection to the HSM, with the TLS fields filled by Fetch TLS Conf.

From here the kNET Key Storage Provider is available to AD CS, including the ML-DSA:44/65/87#kNET

Key Storage Provider sets.
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3.3 Create the post-quantum CA in AD CS

There are two ways to do this, and the result is the same in both: the graphical wizard and the command line.
Use whichever you prefer; in both, the ML-DSA key is generated and stays inside the HSM.

3.3.1 Via the graphical interface (GUI)

e Install the Active Directory Certificate Services role (Server Manager — Add Roles and Features). Then, from
the Server Manager notification, open the AD CS configuration wizard (Configure Active Directory
Certificate Services). The first page, Credentials, confirms the administrative account that will run the
configuration (Figure 3). Next, on the Role Services page, select Certification Authority (Figure 4).

& AD CS Configuration

Credentials

Role Services

= (] X

DESTINATION SERVER
WIN-KMGHLOII67I

Specify credentials to configure role services

To install the following role services you must belong to the local Administrators group:

* Standalone certification authority
* Certification Authority Web Enrellment
* Online Responder

To install the following role services you must belong to the Enterprise Admins group:

Enterprise certification authority

* Certificate Enrollment Policy Web Service
Certificate Enrollment Web Service
Network Device Enrollment Service

Credentials: WIN-KMGHLOIIG7NAdministrator

More about AD CS Server Roles

Configure Cancel

Figure 3. Credentials page: administrative account that runs the configuration wizard.

f& AD CS Configuration

Role Services

Credentials

Role Services

— (] ped

DESTINATION SERVER
WIN-KMGHLOIIGTI

Select Role Services to configure

| Certification Authority
Certification Authority Web Enrollment
Online Responder
Network Device Enrollment Service
Certificate Enrollment Web Service
Certificate Enrollment Policy Web Service

More about AD CS Server Roles

< Previous

Figure 4. Role Services page with Certification Authority selected.
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private key (Figure 7).
& AD CS Configuration = [m] X

DESTINATION SERVER
Setu p Type WIN-KMGHLONIETI

Credentials Specify the setup type of the CA
Role S

Enterprise certification autherities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
certificates.

Enterprise CA
Enterprise CAs must be domain members and are typically online to issue certificates or
certificate policies.

) Standalone CA

Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
Confirmation DS and can be used without a network connection {offline).

More about Setup Type

Figure 5. Setup Type: Standalone CA.
f& AD CS Configuration = O X

DESTINATION SERVER

CA Type WIN-KMGHLOII67]
Credentials Specify the type of the CA

When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
hierarchy.

® Root CA
Root CAs are the first and may be the only CAs configured in a PKI higrarchy.

O Subordinate CA

Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
the CA above them in the hierarchy.

More about CA Type

Figure 6. CA Type: Root CA.

© 2026 Kryptus - Application Note: Post-Quantum CA (ML-DSA) in AD CS with the key in a Kryptus ASI-HSM AHX5 kNET.

e Next, choose the type and the key: Standalone CA (Figure 5), Root CA (Figure 6), and Create a new

Page 8 of 26



e ADCS Configuration = O *

) DESTINATION SERVER
Private Key WIN-KMGHLONIETI

Credentials Specify the type of the private key

Role Services

Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
(®) Create a new private key

Use this opticn if you do not have a private key or want to create a new private key.

Cryptography () Use existing private key
CA Name Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Validity Period Select a certificate and use its associated private key

Certificate Database Select this option if you have an existing certificate on this computer or if you want to

. import a certificate and use its associated private key.
Confirmation
Select an existing private key on this computer
Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

Meore about Private Key

Figure 7. Private Key: Create a new private key.

0 On the Cryptography for CA page, open the provider list: the Kryptus KSP publishes the ML-DSA sets (in
addition to RSA/ECDSA/Brainpool/DSA).

B ADCS Configuration = O >

DESTINATION SERVER

Cryptog raphy for CA WIN-KMGHLOII671

Credentials Specify the cryptographic options

Role Services

Setup Type Select a cryptographic providen: Key length:

CA Type RSA#Microsoft Software Key Storage Provider ¥ || 2048 N

Private Key Microsoft Base Smart Card Crypto Provider

Microsoft Enhanced Cryptographic Provider v1.0

Microsoft Strong Cryptographic Provider

EHlame ML-DSA:442KNET Key Storage Provider
Validity Period ML-DSA:44#Microsoft Software Key Storage Provider
Certificate Database ML-D5A:65#kNET Key Storage Provider
Confirmation ML-D5A:65#Microsoft Software Key Storage Provider
ML-DSA:87#kNET Key Storage Provider by the CA.

ML-D5A:87#Microsoft Software Key Storage Provider
RSA#KNET Key Storage Provider

RSA#Microsoft Smart Card Key Storage Provider
RSA#Microsoft Software Key Storage Provider

Maore about Cryptography

| < Previous | | Next > | Configure

Figure 8. Cryptographic provider list: ML-DSA:44/65/87#kNET Key Storage Provider offered to the CA.
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e ADCS Configuration = O *
DESTINATION SERVER
\ - ’
Cryptograoh} for CA WIN-KMGHLOII671
Credentials Specify the cryptographic options
Select a cryptographic provider: Key length:
ML-DSA:87#kNET Key Storage Provider * || 20736

Select the hash algorithm for signing certificates issued by this CA:
MoHash

Confirmation

[ Allow administrator interaction when the private key is accessed by the CA.

More about Cryptography

< Previous Next » Configure Cancel

Figure 9. ML-DSA:87#kNET Key Storage Provider selected.

Set the CA name (Figure 10), the validity period of its certificate (Figure 11), and the location of the
database and logs (Figure 12 — keep the default paths unless your policy requires another disk/volume).

e ADCS Configuration = O

X

DESTINATION SERVER
CA Name WIN-KMGHLONIETI

Credentials Specify the name of the CA

Type a common name to identify this certification authority (CA). This name is added to all
be medified.

Commeon name for this CA:

[kryptus POC Root CA

Distinguished name suffix:

Confirmation

Preview of distinguished name:

CN=Kryptus PQC Root CA

More about CA Name

certificates issued by the CA. Distinguished name suffix values are automatically generated but can

< Previous Next » Configure Cancel

Figure 10. CA common name.

© 2026 Kryptus - Application Note: Post-Quantum CA (ML-DSA) in AD CS with the key in a Kryptus ASI-HSM AHX5 kNET.

Page 10 of 26



e ADCS Configuration = O *

. . DESTINATIOM SERVER
\/a||d|ty Period WIN-KMGHLONIETI

Credentials Specify the validity period
Role Servi

Select the validity period for the certificate generated for this certification authority (CA):
5 Years ¥
CA expiration Date: 5/27/2031 10:17:00 AM

The validity period configured for this CA certificate should exceed the validity period for the
certificates it will issue,

Confirmation

More about Validity Period

< Previous Next » Configure Cancel

Figure 11. Validity period of the CA certificate.

f& AD CS Configuration = [m] X
DESTINATION SERVER
CA Database WIN-KMGHLOII67!
Credentials Specify the database locations
Role Services

Certificate database location:

‘C:\Wi ndows\system32\CertLog

Certificate database log location:

C:AWindows\system32\CertlLog

Certificate Database

Confirmation

Meore about CA Database

Cancel

Figure 12. Certificate Database page: location of the CA database and log files.
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o Review the settings and click Configure: the ML-DSA key is generated in the HSM and the CA's self-
signed certificate is produced with it (Figures 13 and 14).

& AD CS Configuration = [m] X

) . DESTINATION SERVER
Confirmation WIN-KMGHLONIETI

Credentials To configure the following roles, role services, or features, click Configure,

Role @ Active Directory Certificate Services

Certification Authority

CA Type: Standalone Root

Cryptographic provider: ML-DSA:B72KNET Key Storage Provider
Hash Algorithm: MNoHash

Key Length: 20736

Allow Administrator Interaction: Disabled

Certificate Validity Period: 5/27/2031 10:17:00 AM

Distinguished Name: CN=Kryptus PQC Root CA

Certificate Database Location:  C\Windows\system32\CertlLog
Certificate Database Log CAWindows\system32\Certlog
Location:

Figure 13. Review of the settings before creating the CA.

f& AD CS Configuration = O X

DESTINATION SERVER
Results WIN-KMGHLOIIG71
The following roles, role services, or features were configured:
@ Active Directory Certificate Services

Certification Authority Q Configuration succeeded
More about CA Configuration

Figure 14. CA created successfully.
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@ Open the Certification Authority console ( certsrv.msc or Server Manager — Tools — Certification
Authority) to confirm the CA is running (Figure 15). To inspect the certificate issued for the CA itself and
the algorithm used, right-click the CA node — Properties — View Certificate — Details tab: the Signature
algorithm and Public key fields show ML-DSA-87 (Figure 16).

Tl certsrv - [Certification Autharity (Local)] = O x

File Action View Help
= H > e

5 Certification Authority (Local]| Mame Description
@i Kryptus PQC Root CA Certification Authority

> @i Kryptus PQC Root CA

Figure 15. certsrv.msc : the Kryptus PQC Root CA running.

wh Certificate s

General Detalls  Certification Path

Show: <Al

Field Value

[ signature algarithm ML-DSA-B7

DSignaUJre hash algorithm MoHash

Blssuer Kryptus PQC Root CA

B\Jalid from Wednesday, May 27, 2026 10...
B\Jalid to Tuesday, May 27, 2036 10:35...
=] subject Kryptus PQC Roat CA

|:|Pub|it key ML-DSA-B7 (20736 Bits)

F=lkey | leana Miinital Sinnahre Cartifirate S

fo 9b de da
28 36 bd 27
a7 ba 63 a4
d4 88 8e c?
b2 cf ek 5f
ac b2 ed 1c
d7 8e 41 f1l
bo 4f ac =
33 60 04 37

Top Copy to File. ..

Figure 16. CA certificate details: Signature algorithm and Public key as ML-DSA-87 (20736 bits).
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m Verify that the CA's signing key resides in the HSM:

kNET CNG KSP Configuration v1.10.0 - o x
Connection | Status | Keys | Logs

MName Algorithm Scope

Kryptus PQC Root CA ML-DSA |User

Figure 17. The CA key listed in the HSM by the KSP tool.

3.3.2 Via the command line (CLI)

Creating the CA can also be done from the command line. The blocks below reproduce the real output of the
commands run in the lab (abbreviated in the longer passages); the server name was anonymized as <server-
name> .

© Create the ML-DSA-87 CA.

PS> Install-AdcsCertificationAuthority °
-CAType StandaloneRootCA
-CACommonName "Kryptus PQC Root CA" °
-CryptoProviderName "ML-DSA:87#kNET Key Storage Provider" °
-HashAlgorithmName NoHash -KeyLength 20736 °
-ValidityPeriod Years -ValidityPeriodUnits 10 -Force

ErrorId ErrorString

# ErrorId 0: installation completed successfully
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G Confirm the CA and the ML-DSA-87 algorithm.

PS> certutil -CAInfo

CA name: Kryptus PQC Root CA

CA type: 3 -- Stand-alone Root CA
ENUM_STANDALONE_ROOTCA -- 3

CA cert[@]: 3 -- Valid

CRL[@]: 3 -- Valid

DNS Name: <server-name>

CertUtil: -CAInfo command completed successfully.

PS> certutil -dump ca.cer # ca.cer = certificate exported from the CA
Signature Algorithm:
Algorithm ObjectId: 2.16.840.1.101.3.4.3.19 ML-DSA-87
Public Key Algorithm:
Algorithm ObjectId: 2.16.840.1.101.3.4.3.19 ML-DSA-87
Public Key Length: 20736 bits

3.4 Issue, revoke, and publish certificates (CRL)

With the CA ready, the certificate lifecycle (issuance, revocation, and CRL publication) can be carried out via the
graphical interface or the command line. In both paths, the leaf key is generated and stays inside the HSM, and
all signatures (certificate and CRL) use the CA's ML-DSA key in the hardware.

3.4.1 Via the graphical interface (GUI)

The full flow via the GUI: generate the request with the key in the HSM (Certificates snap-in, steps 1 to 6) and
operate the lifecycle in the CA console ( certsrv.msc, steps 7 to 11).

o In the Certificates snap-in ( certmgr.msc for the user or certlm.msc for the machine), right-click Personal
— All Tasks — Advanced Operations — Create Custom Request (Figure 18).

& certmgr - [Certificates - Current User\Personal] = O X

File Action View Help

o I EEEEEY

_EJJ Certificates - Current User || Object Type
> |l Pers Find Certificates... cates
» [ Trus
» [ Ente All Tasks > Find Certificates...
5 | Inter
s [ Acti View » Request New Certificate...
1T Import...
> Refresh .
» ] Untr
s [ Thir Export List... Advanced Operations » Create Custom Request...
> [ Trus Help Enroll On Behalf Of...
» [ Clie Manage Enrollment Policies...
» [ Certificate Enrollment Reque:
> || Smart Card Trusted Roots
&iCreate Custom Reguest...

Figure 18. Starting the request in Personal — All Tasks — Advanced Operations — Create Custom Request.
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o In Select Certificate Enrollment Policy, choose Proceed without enrollment policy (custom request, no
AD policy) (Figure 19).

[5] Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based on predefined certificate templates.
i Certificate enrcllment pelicy may already be cenfigured for you.

Configured by you Add New
Custom Request

Proceed without enrollment policy

Cancel

Figure 19. Custom Request: Proceed without enrollment policy.

o In Custom request, select the template "(No template) CNG key" and the PKCS #10 format (Figure 20).
The KSP is a CNG provider, so the option must be CNG key, not Legacy key.

5] Certificate Enrollment

Custom request

Chose an option from the list below and cenfigure the certificate options as required.

. Template: (No template) CNG key 5

[_] Suppress default extensions
Request format: @ PKCS #10
) CMC

Mote: Key archival is not available for certificates based on a custom certificate request, even when this
optien is specified in the certificate template.

Cancel

Figure 20. Template (No template) CNG key and PKCS #10 format.
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o The Certificate Information screen summarizes the request; click Details — Properties to configure it

(Figure 21). On the Subject tab, enter the subject (e.g., CN=... ) (Figure 22); on the Extensions tab, adjust
the Key usage (e.g., Digital signature) (Figure 23).

5] Certificate Enrollment

Certificate Information

Click Mext to use the options already selected for this template, or click Details to customize the certificate
request, and then click Next.

| Custom request .er STATUS: Available Details ~
| The following eptions describe the uses and validity period that apply to this type of certificate: |
i Key usage:
Application policies:
Validity period (days):
Properties

Cancel

Figure 21. Certificate Information before configuring: click Details — Properties.

Certificate Properties *

General Subject Extensions Private Key

The subject of a certificate is the user or computer to which the certificate is issued. You

can enter information about the types of subject name and alternative name values that
can be used in a certificate.

i Subject of certificate
The user or computer that is receiving the certificate
Subject name:
Type: CMN=User PQC
Commeon name ~ Add >
Value:
< Remove
Alternative name:
Type:
Directory name ~
Value: .
Add =
< Remove
Ok Cancel Apply

Figure 22. Subject tab: the certificate subject name.

© 2026 Kryptus - Application Note: Post-Quantum CA (ML-DSA) in AD CS with the key in a Kryptus ASI-HSM AHX5 kNET. Page 17 of 26



Certificate Properties

General Subject Extensions  Private Key

| Thefollowing are the certificate extensions for this certificate type.

Key usage
| The key usage extension describes the purpose of a certificate,

Available options:

Selected options:
CRL signing W

Data encipherment

Decipher onl
R —

Key agreement

Key certificate signing
Key encipherment
Non repudiation

< Remove

B Make these key usages critical

Extended Key Usage (application policies)

Basic constraints

Ok Cancel Apply

Figure 23. Extensions tab: the certificate's Key usage (e.g., Digital signature).

e On the Private Key — Cryptographic Service Provider tab, select the desired kNET Key Storage Provider

set, e.g., ML-DSA:65, kNET Key Storage Provider (Figure 24). This choice is what makes the key pair be
born inside the HSM.

Certificate Properties

General Subject Extensions Private Key
Cryptographic Service Provider
A C5P is a program that generates a public and private key pair used in many

certificate-related processes,

Select cryptographic service provider (CSP):

[ ML-DSA:44, kMET Key Storage Provider
B ML-DSA:65, kMET Key Storage Provider
[C) ML-DSA:87 kNET Key Storage Provider
[ ML-KEM:512, kMET Key Storage Provider
[CJ ML-KEM: 768, kMET Key Storage Provider
[T ML-KEM:1024,kMET Key Storage Provider

[[]Show all C5Ps

Key options hd
Select Hash Algorithm hd
Select Signature Format hd

o [__rouy

Figure 24. Provider ML-DSA:65, kNET Key Storage Provider selected: the key is generated in the HSM.
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e Back on the Certificate Information screen, now with the options applied (Figure 25), finish by saving the

request ( .req ) in Base 64 (Figure 26). The private key is already in the HSM; the file carries only the
request (CSR).

5] Certificate Enrollment

Certificate Information

Click Mext to use the options already selected for this template, or click Details to customize the certificate
request, and then click Next.

Custom request .er STATUS: Available Details ~
The following eptions describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature
Application policies:
Validity period (days):
Properties

Cancel

Figure 25. Certificate Information after the request is configured.

[5] Certificate Enrollment

Where do you want to save the offline request?

If you want to save a copy of your certificate request or want to process the request later, save the request

to your hard disk or removable media. Enter the location and name of your certificate request, and then
click Finish.

File Mame:
ChUsers\Administrator.Desktopuser-pac.req

File fermat:
© Base 4

() Binary

Cancel

Figure 26. Request saved in Base 64 ( .req ).
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0 In the CA console ( certsrv.msc ), right-click the CA node — All Tasks — Submit new request and select
the .req (Figure 27). On a standalone CA, the request comes in as pending.

Til certsry - [Certification Autharity (Local)\Kryptus PQC Root CA] - [m] *
File Action View Help

e n Bz H > =

fgj Certification Autherity (Local) || MName

w E Kryptus PQC P~ 70

] Revoked C All Tasks > Start Service

% Issuefi Cer . 1 Stop Service

"1 Pending R )

[ Failed Req Refresh Submit new request...
Export List... Back up CA...

- Restore CA...
Properties
Renew CA Certificate...

Help

Submit a new certificate request to this CA

Figure 27. All Tasks — Submit new request: sending the CSR to the CA.

e In Pending Requests, right-click the request — All Tasks — Issue to issue it (Figure 28). The certificate moves
to Issued Certificates, from where it can be exported and inspected: the issued leaf has an ML-DSA-65
public key and was signed by the CA with ML-DSA-87 (Figure 29).

T3l certsrv - [Certification Autharity (Local)\Kryptus PQC Root CA\Pending Requests] = [m] *
File Action View Help

e« 7|d=H

fﬁ] Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Requesi,

~ @i Kryptus PQC Root CA = : . .
7| Revoked Certificates All Tasks > View Attributes/Extensions... :

J: Issuefi Certificates e Export Binary Data...
| Pending Requests
[ Failed Requests Help lssue

Deny

Force the policy module to reevaluate this request

Figure 28. Approving the pending request in All Tasks — Issue.
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. wa Certificate X
| General Detalls Certification Path

I Show: <l ~

Field Value :
Signature algorithm ML-DSA-87 |

BSignature hash algorithm MoHash |
=] 1ssuer Kryptus PQC Root CA f
B\Jalid from Wednesday, May 27, 2026 &:... |
=] valid to Thursday, May 27, 2027 6:11:... |
= subject User PQC |
[=] Public key ML-DSA-65 (15616 Bits)

E]Ql hiert Kaw Tdantifier AhAaf1RaEed7i Weadd 137
ML-DSA-37

Edit Properties. .. Copy to File...

Figure 29. Issued certificate: Public key ML-DSA-65 and Signature algorithm ML-DSA-87.

0 To revoke, in Issued Certificates, right-click the certificate — All Tasks — Revoke Certificate (Figure 30);
choose the reason and confirm (Figure 31).

I3l certsrv - [Certification Authority (Local)\Kryptus PQC Root CA\lssued Certificates] = [m] *
File Action View Help
= z|l6=H

ﬁ Certification Authority (Local) Request ID Requester Name Binary Certificate Certificate Template Serial Mumber

v @l Kryptus POC Root CA ; Ll &y -----BEGIN CERTI... 740000000b1bf... |
| Revoked Certificates Open
| lssued Certificates
[ Pending Requests All Tasks > View Attributes/Extensions...
|| Failed Requests Refresh Export Binary Data...
Revoke Certificate
Help

|Revoke this Certificate

Figure 30. All Tasks — Revoke Certificate.
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Certificate Revocation

p s

Are you sure you want to revoke the selected cerificate(s)?

Specify a reason, date and time.

Reason code:

Unspecified

Date and Time:

5/27/2026  [@~ || 6:13PM $

fes

Figure 31. Revocation dialog: Reason code and date/time.

@ To publish the CRL, in Revoked Certificates, right-click — All Tasks — Publish (Figure 32) and choose New

CRL (Figure 33).

fﬁ] certsrv - [Certification Authority (Local)\Kryptus PQC Root CA\Revoked Certificates]

*
File Action View Help
e« |7 EBo=H
fﬁ] Certification Authority (Local) I Request ID | Revocation Date I Effective Revocation Date Revocation Reason Requester I'
~ @l Kiyptus POC Root CA Bal2 5/27/2026 4:40 PM  5/27/2026 4:40 PM Unspecified WIN-KMGFH
|| Revoked Certificates =l S/ITMINDA S50 DM 5/27/2026 5:58 PM Unspecified WIN-KMGH
[ Issued All Tasks > Publish | 5/27/2026 5:58 PM Unspecified WIN-KMGH
[ Pendir ) 5/27/2026 5:38 PM  5/27/2026 5:58 PM Unspecified WIN-KMGH
[ ] Failed fliew ? 5/27/2026 5:36 PM  5/27/2026 5:56 PM Unspecified WIN-KMGH
Refresh 5/27/2026 5:38 PM  5/27/2026 5:58 PM Unspecified WIN-KMGH
res 5/27/2026 6:09 PM  5/27/2026 6:09 PM Unspecified WIN-KMGH
Export List... 5/27/2026 6:13 PM  5/27/2026 6:13 PM Unspecified WIN-KMGH
Properties
Help

Manually publish current CRL

Figure 32. All Tasks — Publish: generating a new CRL.

| Publish CRL

The latest published Certfficate Revocation List ({CRL)is still valid. Clients may not

receive a new CRL until after their cument one expires.

Type of CRL to publish:
O New CRL

Issues a complete CEL, which contains up4o-date revocation information

farthe CA.

Detta CRL only

|zzues an abbreviated werzion of the CRL, which containg anly the updates ta
the CRL that have been made zince the lazt time it was publizhed.

Figure 33. Publish CRL: New CRL.
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m The CRL is also signed with the CA's ML-DSA key. In Revoked Certificates — Properties — View CRLs —
View CRL, the Signature algorithm field shows ML-DSA-87 (Figure 34).

Certificate Revocation List *

CRL Publishing Parameters View CRLs General Revocation List
' Below are listed all CRLs and Delta CRLs cumently generated by this CA. % Certificate Revocation List Information
| Il the CAkey is re-used during a renew, the old index is re-used and you H
< may see some skipped indexes.
i CRLs Field Value
- Key Index Effective Date Expiration Date Publish Status D\J‘ersion V2
0 B27/2026 6:04 .. 6/4/20266:24 AM 0K DISSUEF Kryptus PQC Root CA
DEf‘fech've date Wednesday, May 27, 2026 6:04:3...
DNext update Thursday, June 4, 2026 6:24:36 AM
I Signature algorithm  ML-DSA-87
DSignab.lre hash alg... MoHash
View CRL {57 Autharity Key Iden... KeyID=a0756378a0d9d467a64fa. ..
Detta CRLs .'QCA Version vo.o
Key Index  Effective Date Expiration Date Publish Status "QCRL Number 04
Value:
ML-DSA-GT
oK Cancel Apply Help

| e

Figure 34. CRL details: Signature algorithm as ML-DSA-87.

3.4.2 Via the command line (CLI)

The same operations via the command line (real output, abbreviated in the longer passages; server anonymized

as <server-name> ):

o Issue a certificate (ML-DSA-65 leaf).

# leaf.inf: request for a post-quantum leaf in the HSM
[NewRequest]

Subject = "CN=pqc-server.example.local”
RequestType PKCS10

ProviderName = "kNET Key Storage Provider"
KeyAlgorithm = ML-DSA-65

MachineKeySet = TRUE

KeyUsage = 0x80

PS> certreq -q -new -f leaf.inf leaf.req

CertReq: Request Created

PS> certreq -q -config "<server-name>\Kryptus PQC Root CA" -submit leaf.req leaf.cer
RequestId: 2

RequestId: "2"

Certificate request is pending: Taken Under Submission (©)

PS> certutil -resubmit 2 # the CA operator approves

Certificate issued.

CertUtil: -resubmit command completed successfully.

PS> certreq -q -config "<server-name>\Kryptus PQC Root CA" -retrieve 2 leaf.cer
RequestId: 2

RequestId: "2"

Certificate retrieved(Issued) Issued Resubmitted by <server-name>\Administrator
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The issued certificate forms a 100% post-quantum chain: ML-DSA-65 leaf key, signed by the CA with
ML-DSA-87.

PS> certutil -dump leaf.cer
Serial Number: 740000000234fa2471b0af2152000000000002
Signature Algorithm:

Algorithm ObjectId: 2.16.840.1.101.3.4.3.19 ML-DSA-87
Issuer:

CN=Kryptus PQC Root CA

Subject:

CN=pqc-server.example.local
Public Key Algorithm:

Algorithm ObjectId: 2.16.840.1.101.3.4.3.18 ML-DSA-65
Public Key Length: 15616 bits

o Revoke and publish the CRL.

PS> certutil -revoke 740000000234fa2471b0af2152000000000002

Revoking "740000000234fa2471b0af215a000000000002" -- Reason: Unspecified
CertUtil: -revoke command completed successfully.

PS> certutil -CRL

CertUtil: -CRL command completed successfully. # CRL signed with ML-DSA-87

e Verify the chain and the revocation.

PS> certutil -verify leaf.cer
ChainContext.dwErrorStatus = CERT_TRUST_IS_ REVOKED (©x4)

CertContext[0][0]: dwInfoStatus=102 dwErrorStatus=4
Issuer: CN=Kryptus PQC Root CA
Subject: CN=pqgc-server.example.local
Serial: 740000000234fa2471boaf2152000000000002
Element.dwErrorStatus = CERT_TRUST_IS REVOKED (©0x4)
CRL 03:
Issuer: CN=Kryptus PQC Root CA

CertContext[@][1]: dwInfoStatus=10c dwErrorStatus=0
Subject: CN=Kryptus PQC Root CA # self-signed root ML-DSA-87
Element.dwInfoStatus = CERT_TRUST IS SELF_SIGNED (0x8)

The certificate is revoked. ©x80092010 (-2146885616 CRYPT_E_REVOKED)
Leaf certificate is REVOKED (Reason=0)
CertUtil: -verify command completed successfully.
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4. Final remarks

Cryptographically relevant quantum computers threaten the classical asymmetric algorithms (RSA, ECDSA,
Diffie-Hellman). The risk is immediate even before such machines exist, because of the "harvest now, decrypt
later" attack: data and signatures captured today can be broken in the future. That is why migration must start
now.

This shift is government-coordinated. In the United States, NIST published the standards (FIPS 203/204/205)
and the NSA, through the CNSA 2.0 suite, requires post-quantum cryptography for National Security Systems,
with a preferred transition by 2030-2033 and a full one by 2035; the White House (NSM-10) and OMB direct
federal agencies to migrate on the same horizon. In Europe, the European Commission recommended, in 2024,
that member states adopt a coordinated roadmap for the transition to PQC, favoring hybrid schemes and
targeting around 2030 for high-risk systems and 2035 more broadly, supported by national guidance such as
Germany's BSI and France's ANSSI. The message converges: plan and begin the migration now.

The post-quantum transition has moved out of the theoretical realm and reached the Windows enterprise PKI.
With KB5087539 and the Kryptus CNG provider, it is possible, today, to operate an ML-DSA Certification
Authority with the signing key protected in the ASI-HSM AHX5 kNET, combining quantum resistance and
hardware security. We recommend starting with parallel-hierarchy pilots and mapping the points in your PKI
that will need post-quantum signatures.
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