o3¢ KRYPTUS

APPLICATION NOTE - CRIPTOGRAFIA POS-QUANTICA

Autoridade Certificadora pos-quantica no
Active Directory Certificate Services

Emitindo certificados ML-DSA no Windows Server 2025 com a chave de assinatura
protegida no ASI-HSM AHX5 kNET

Documento: Guia técnico de prova de conceito
Versao: 1.0 - Data: Maio de 2026

Aplicavel a: Windows Server 2025, AD CS, Provedor CNG (KSP) kNET da Kryptus, ASI-HSM AHX5 kNET
Classificacao: Publico



Sumario executivo

A atualizacdo de maio de 2026 do Windows Server 2025 (KB5087539) habilitou o algoritmo pos-
quantico ML-DSA (FIPS 204) no Active Directory Certificate Services (AD CS). Combinada ao
provedor CNG (KSP) da Kryptus, ela permite operar uma Autoridade Certificadora (AC)
resistente a ataques quanticos cuja chave de assinatura nunca deixa o HSM.

Esta Application Note apresenta o contexto da transi¢do pos-quantica e um passo a passo reproduzivel para:
(1) atualizar o Windows Server; (2) instalar e provisionar o provedor CNG da Kryptus; (3) criar uma AC no AD CS
usando ML-DSA com a chave gerada e protegida no ASI-HSM AHX5 kNET; e (4) emitir certificados e listas
de revogacao (LCRs) assinados com ML-DSA.
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1. Contexto

Em agosto de 2024 o NIST finalizou os primeiros padrdes pos-quanticos: FIPS 203 (ML-KEM) para
encapsulamento de chaves, FIPS 204 (ML-DSA) e FIPS 205 (SLH-DSA) para assinatura digital. A partir dai, a
adocao pela indUstria avancou rapido.

A Microsoft incorporou o pds-quantico em camadas sucessivas. Em setembro de 2024, os algoritmos ML-KEM
e XMSS chegaram a biblioteca criptografica SymCrypt. Em maio de 2025, a PQC apareceu nas APIs CNG do
Windows Insiders e do Linux em acesso antecipado. No fim de 2025, as APIs ML-KEM e ML-DSA entraram em
disponibilidade geral no Windows Server 2025 e no Windows 11 24H2/25H2, ja integradas ao CNG e as
funcdes de certificado. Em maio de 2026, a atualizacdo KB5087539 (build 26100.32860) levou o ML-DSA ao
AD CS, habilitando a emissdo de certificados pela role de PKI.

Do lado da Kryptus, o trabalho com algoritmos pds-quanticos comegou em 2020; o marco veio em 2024,
quando o ASI-HSM AHX5 kNET obteve a certificacdo CAVP do NIST para sua implementacdo de ML-DSA e
ML-KEM. O HSM gera e custodia chaves ML-DSA (e demais familias PQC) dentro do hardware seguro, e o
provedor CNG (KSP) da Kryptus o integra ao Windows como um Key Storage Provider nativo que, com a
atualizacdo do AD CS, passa a lastrear ACs pds-quanticas de ponta a ponta.

1.1 Sobre esta prova de conceito

Este documento é um guia técnico de prova de conceito (PoC). O passo a passo dos capitulos seguintes foi
validado em ambiente de laboratdrio, com valores de exemplo (endpoints, credenciais, nomes de servidor e de
Autoridade Certificadora). Cada figura corresponde ao resultado real desse laboratério.

Por se tratar de uma PoC, este guia ndo substitui um projeto de implantacao em producao. Antes de aplicar
a configuragdo descrita a sua PKI, adeque cada etapa as politicas de seguranca vigentes, a topologia de rede,
ao dimensionamento de capacidade e aos requisitos de conformidade do seu ambiente. Valide o conjunto em
homologacdo antes da migracdo para producao.
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2. Pré-requisitos

* Windows Server 2025 para a(s) AC(s), com a atualizacao KB5087539 (2026-05) ou posterior (build
26100.32860+). Para um ambiente de testes, baixe a imagem de avaliagdo no Microsoft Evaluation
Center (ISO ou VHD pronto para Hyper-V).

* Role do AD CS instalada no Windows Server 2025: Server Manager — Manage — Add Roles and Features
— Active Directory Certificate Services, marcando o servico Certification Authority. A configuragéo da AC
(escolha do provedor ML-DSA do kNET) é feita no passo a passo da §3.3.

* Provedor CNG (KSP) da Kryptus para o kNET (instalador MSI assinado).

® ASI-HSM AHX5 kNET acessivel por rede, com firmware que suporte ML-DSA, e um usuéario/operador
com permissao de criagdo e uso de chaves.

® Conta administrativa no servidor da AC.

* Para validar os certificados ML-DSA emitidos e verificar a cadeia de confianca, é preciso uma maquina
cliente com suporte a criptografia pds-quantica: Windows 11 24H2/25H2 com a atualizaciao
KB5067036 (out/2025) ou posterior. Clientes sem suporte a PQC simplesmente nao reconhecem
certificados ML-DSA.
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3. Passo a passo

3.1 Atualizar o Windows Server 2025

o Instale a atualizacdo cumulativa KB5087539 (2026-05). Ha trés formas equivalentes; escolha a que se
encaixa no seu ambiente:
o Windows Update (mais simples): em Configuragées — Windows Update, clique em Verificar se hd
atualizacbes. O pacote é baixado e instalado automaticamente.
o Pacote offline (.msu): baixe o arquivo no Microsoft Update Catalog e instale com duplo-clique
(abre o Instalador Auténomo do Windows Update) ou pela linha de comando:

PS> wusa.exe .\windows11.0-kb5087539-x64.msu /quiet /norestart

o Gestao corporativa: em parques administrados, a atualizacdo é distribuida automaticamente pelos

servidores corporativos de atualizacao, como o WSUS (Windows Server Update Services) ou o
Microsoft Intune.

Reinicie o servidor quando solicitado.

o Confirme a build apds o reboot:

PS> $cv = Get-ItemProperty 'HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion'
PS> "$($cv.CurrentBuild).$($cv.UBR)"

26100.32860 # build esperada (ou superior)

3.2 Instalar e provisionar o provedor CNG da Kryptus (KSP)

o Execute o instalador assinado knet-ksp-<versdo>.msi e siga o assistente: aceite o contrato de licenca e

conclua em Install — Finish. O provedor é registrado no Windows como kNET Key Storage Provider
(Figura 1).

Please read the KNET Key Storage Provider
License Agreement

*2» KRYPTUS

shaping trusted bonds

kNET Key Storage Provider
Copyright (C) Kryptus. All rights reserved.

KNETCNG

Key Storage Provider This software ("the Software") is provided by
e Kryptus for internal use under the terms of
your existing agreement with Kryptus. The
Software is provided "as is", without warranty
of any kind, express or implied, including but
not limited to the warranties of merchantability,
fitness for a particular purpose and
noninfringement.

[C]1 accept the terms in the License Agreement

Prinit Back Insta Cancel

Figura 1. Instalador do provedor CNG da Kryptus.
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o Abra a ferramenta grafica do KSP. Na aba Connection, informe um ou mais HSM hosts (um por linha,
varios endpoints para cluster/alta disponibilidade), a Port, o Username e a senha do operador. Marque
Verify TLS e clique em Fetch TLS Conf para que a ferramenta busque a cadeia e o certificado TLS do HSM
e preencha os campos correspondentes. Use Test Connection para validar e clique em Apply para salvar

(Figura 2).

HSM connection

HSM hosts

Port
Username
Password
Timeout (ms)
Verify TLS
TLSCA

TLS cert

kMET hostname

kNET CNG KSP Configuration Vv1.10.0

Connection | Status | Keys | Logs

Configuration loaded from registry.

60571 Shared by every host above
operador-pki
15000
Validate the certificate chain presented by the HSM

CN=Kryptus KNET Root CA 7A1B4C9D2E6F@3158A2B7C4DIEQF1A2B3CADSEGF  (CA:TRUE)

CH=knet-hsm.exemplo.local 3F2ASC1BSETDBE4266A1FBICAD4EBATC12B3DAES

knet-hsm.exemplo.local

| Fetch TLS Conf | | Test Conneaction ‘ Apply

Figura 2. Ferramenta grafica do KSP: conexao ao HSM, com os campos TLS preenchidos por Fetch TLS Conf.

A partir daqui o provedor kNET Key Storage Provider fica disponivel ao AD CS, incluindo os conjuntos
ML-DSA:44/65/87#KNET Key Storage Provider.
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3.3 Criar a AC poés-quantica no AD CS

Ha duas formas de fazer isso, e o resultado € o mesmo nas duas: o assistente grafico e a linha de comando.
Use a que preferir; em ambas, a chave ML-DSA é gerada e permanece dentro do HSM.

3.3.1 Pela interface grafica (GUI)

e Instale a role Active Directory Certificate Services (Server Manager — Add Roles and Features). Em seguida,
pela notificagdo do Server Manager, abra o assistente de configuragao do AD CS (Configure Active
Directory Certificate Services). A primeira pagina, Credentials, confirma a conta administrativa que
executara a configuracdo (Figura 3). Em seguida, na pagina Role Services, marque Certification Authority

(Figura 4).

Fﬁ'. AD (S Configuration

Credentials

Role Services

- (] X

DESTINATION SERVER
WIN-KMGHLOIIETI

Specify credentials to configure role services

To install the following role services you must beleng to the local Administrators group:
Standalone certification authority

Certification Authority Web Enrollment

Online Responder

To install the following role services you must beleng to the Enterprise Admins group:

Enterprise certification authority

* Certificate Enrollment Policy Web Service
Certificate Enrollment Web Service
Network Device Enrollment Service

Credentials: | WIN-KMGHLOIIGT hAdministrator

More about AD CS Server Roles

Figura 3. Pagina Credentials: conta administrativa que executa o assistente de configuracéo.

f& AD CS Configuration

Role Services

Credentialz

Role Services

= (m] X

DESTINATION SERVER
WIN-KMGHLOII&7I

Select Rale Services to configure

| Certification Authority
Certification Authority Web Enrollment
Online Responder
Network Device Enroliment Service
Certificate Enrollment Web Service
Certificate Enrollment Palicy Web Service

More about AD CS Server Roles

< Previous

Figura 4. Pagina Role Services com Certification Authority selecionada.
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e Em seguida, escolha o tipo e a chave: Standalone CA (Figura 5), Root CA (Figura 6) e Create a new

private key (Figura 7).

& AD CS Configuration

Setup Type

Credentalz

Role S

Confirmation

f& AD CS Configuration

CA Type

Credentials

= (] X

DESTINATION SERVER
WIN-KMGHLOII67I

Specify the setup type of the CA

Enterprise certification autherities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
certificates.

Enterprise CA
Enterprise CAs must be domain members and are typically online to issue certificates or
certificate policies.

) Standalone CA

Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
DS and can be used without a network connection {offline).

More about Setup Type

Figura 5. Setup Type: Standalone CA.
- o X

DESTINATION SERVER
WIN-KMGHLOIIGTI

Specify the type of the CA

When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
hierarchy.

® Root CA
Root CAs are the first and may be the only CAs configured in a PKI higrarchy.

O Subordinate CA

Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
the CA above them in the hierarchy.

More about CA Type

Figura 6. CA Type: Root CA.
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e ADCS Configuration = O *

) DESTINATION SERVER
Private Key WIN-KMGHLONIETI

Credentials Specify the type of the private key

Role Services

Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
(®) Create a new private key

Use this opticn if you do not have a private key or want to create a new private key.

Cryptography () Use existing private key
CA Name Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Validity Period Select a certificate and use its associated private key

Certificate Database Select this option if you have an existing certificate on this computer or if you want to

. import a certificate and use its associated private key.
Confirmation
Select an existing private key on this computer
Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

Meore about Private Key

Figura 7. Private Key: Create a new private key.

a Na pagina Cryptography for CA, abra a lista de provedores: o KSP da Kryptus publica os conjuntos ML-
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ém de RSA/ECDSA/Brainpool/DSA).

e AD CS Configuration = O X

DESTINATION SERVER

Cryptog raphy for CA WIN-KMGHLOII7]

Credentials Specify the cryptographic options

Rolz Services

Setup Select a cryptographic providen Key length:

CA Type RSA#Microsoft Software Key Storage Provider ¥ || 2048 N

Private Key Microsoft Base Smart Card Crypto Provider
Microsoft Enhanced Cryptographic Provider v1.0
/ptography yprogrep

Microsoft Strong Cryptographic Provider

Eblame ML-DSA442kNET Key Storage Provider
Validity Period ML-DSA:44#Microsoft Software Key Storage Provider
Certificate Database ML-DSA:65%kNET Key Storage Provider
Confirmation ML-D5A:65#Microsoft Software Key Storage Provider
ML-DSA:87#kNET Key Storage Provider by the CA.

ML-DSA:87#Microsoft Software Key Storage Provider
RSA#KNET Key Storage Provider

RSA#Microsoft Smart Card Key Storage Provider
RSA#Microsoft Software Key Storage Provider

Maore about Cryptography

| < Previous | | Next > | Configure

Figura 8. Lista de provedores criptograficos: ML-DSA:44/65/87#kNET Key Storage Provider ofertadosa AC.
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e ADCS Configuration = O *

DESTINATION SERVER

Cryptogra Dh}’ for CA WIN-KMGHLOII671
Credentials Specify the cryptographic options
Select a cryptographic provider: Key length:
ML-DSA:87#kNET Key Storage Provider * || 20736 v

Select the hash algorithm for signing certificates issued by this CA:
MoHash

Confirmation

[ Allow administrator interaction when the private key is accessed by the CA.

More about Cryptography

< Previous Next » Configure Cancel

Figura 9. ML-DSA:87#kNET Key Storage Provider selecionado.

Defina o nome da AC (Figura 10), o periodo de validade do seu certificado (Figura 11) e a localizagdo da
base de dados e dos logs (Figura 12 — use os caminhos padrdo a menos que sua politica exija outro
disco/volume).

f& AD CS Configuration = O X

DESTINATION SERVER
CA Name WIN-KMGHLOII6T7!

Credentials Specify the name of the CA
Rale ices

Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
be modified.

Commeon name for this CA:

“(ryptus PQC Root CA

Distinguished name suffix:

Confirmation

Preview of distinguished name:

CN=Kryptus PQC Root CA

More about CA Name

Figura 10. Nome comum da AC.
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e ADCS Configuration = O *

. . DESTINATIOM SERVER
\/a||d|ty Period WIN-KMGHLONIETI

Credentials Specify the validity period
Role Servi

Select the validity period for the certificate generated for this certification authority (CA):
5 Years ¥
CA expiration Date: 5/27/2031 10:17:00 AM

The validity period configured for this CA certificate should exceed the validity period for the
certificates it will issue,

Confirmation

More about Validity Period

< Previous Next » Configure Cancel

Figura 11. Periodo de validade do certificado da AC.

& AD CS Configuration = [m] X
DESTINATION SERVER
CA Database WIN-KMGHLONIETI

Specify the database locations

Certificate database location:

‘C:\Wi ndowshsystem32\CertLog

Certificate database log location:

CAWindows\system32\Certlog

Certificate Database

Confirmation

Meore about CA Database

Cancel

Figura 12. Pagina Certificate Database: localizacdo da base e dos logs da AC.
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o Revise as configuragdes e clique em Configure: a chave ML-DSA é gerada no HSM e o certificado
autoassinado da AC é produzido com ela (Figuras 13 e 14).

& AD CS Configuration = [m] X

) . DESTINATION SERVER
Confirmation WIN-KMGHLONIETI

Credentials To configure the following roles, role services, or features, click Configure,

Role @ Active Directory Certificate Services

Certification Authority

CA Type: Standalone Root

Cryptographic provider: ML-DSA:B72KNET Key Storage Provider
Hash Algorithm: MNoHash

Key Length: 20736

Allow Administrator Interaction: Disabled

Certificate Validity Period: 5/27/2031 10:17:00 AM

Distinguished Name: CN=Kryptus PQC Root CA

Certificate Database Location:  C\Windows\system32\CertlLog
Certificate Database Log CAWindows\system32\Certlog
Location:

Figura 13. Revisdo das configuraces antes de criar a AC.

f& AD CS Configuration = O X

DESTINATION SERVER
Results WIN-KMGHLOIIG71
The following roles, role services, or features were configured:
@ Active Directory Certificate Services

Certification Authority Q Configuration succeeded
More about CA Configuration

Figura 14. AC criada com sucesso.
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@ Abra o console da Autoridade Certificadora ( certsrv.msc ou Server Manager — Tools — Certification
Authority) para confirmar que a AC estd em execucgao (Figura 15). Para inspecionar o certificado emitido
para a prépria AC e o algoritmo usado, clique com o botao direito no né da AC — Properties — View
Certificate — aba Details: os campos Signature algorithm e Public key exibem ML-DSA-87 (Figura 16).

Tl certsrv - [Certification Autharity (Local)] = O x

File Action View Help
= H > e

5 Certification Authority (Local]| Mame Description
@i Kryptus PQC Root CA Certification Authority

> @i Kryptus PQC Root CA

Figura 15. certsrv.msc :a AC Kryptus PQC Root CA em execucao.

wh Certificate X

General Defals  Certification Path

Show: i<pll>

Field Value

[ signature algarithm ML-DSA-B7

DSignaUJre hash algorithm MoHash

Blssuer Kryptus PQC Root CA

B\Jalid from Wednesday, May 27, 2026 10...
B\Jalid to Tuesday, May 27, 2036 10:35...
=] subject Kryptus PQC Roat CA

|:|Pub|it key ML-DSA-B7 (20736 Bits)

Felkey 1 leana Tiinital Sianahre Certificate S

fo 9b de da
28 36 bd 27
a7 ba &3 a4
d4 88 8e c7
b2 eh 5f
ac 6d le
d7 41 f1l
b ac =
33 04 37

erties. .. Copy to File. ..

Figura 16. Detalhes do certificado da AC: Signature algorithm e Public key em ML-DSA-87 (20736
bits).

© 2026 Kryptus - Application Note: AC pds-quantica (ML-DSA) no AD CS com chave no ASI-HSM AHX5 kNET. Pagina 13 de 26



m Verifique que a chave de assinatura da AC reside no HSM:

kNET CNG KSP Configuration v1.10.0 — O x

Connection | Status | Keys | Logs

MName Algorithm Scope
Kryptus PQC Root CA ML-DSA |User

1 key(s) Delete selected

Figura 17. A chave da AC listada no HSM pela ferramenta do KSP.

3.3.2 Pela linha de comando (CLI)

A criagdo da AC também pode ser feita por linha de comando. Os blocos a seguir reproduzem a saida real dos
comandos executados em laboratério (resumida nos trechos mais longos); o nome do servidor foi anonimizado
como <server-name> .

© Criar a AC ML-DSA-87.

PS> Install-AdcsCertificationAuthority °
-CAType StandaloneRootCA °
-CACommonName "Kryptus PQC Root CA" °
-CryptoProviderName "ML-DSA:87#kNET Key Storage Provider" °
-HashAlgorithmName NoHash -KeylLength 20736 °

-ValidityPeriod Years -ValidityPeriodUnits 10 -Force

ErrorId ErrorString

# ErrorId ©: instalacao concluida com sucesso
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G Confirmar a AC e o algoritmo ML-DSA-87.

PS> certutil -CAInfo

CA name: Kryptus PQC Root CA

CA type: 3 -- Stand-alone Root CA
ENUM_STANDALONE_ROOTCA -- 3

CA cert[@]: 3 -- Valid

CRL[@]: 3 -- Valid

DNS Name: <server-name>

CertUtil: -CAInfo command completed successfully.

PS> certutil -dump ca.cer # ca.cer = certificado exportado da AC
Signature Algorithm:
Algorithm ObjectId: 2.16.840.1.101.3.4.3.19 ML-DSA-87
Public Key Algorithm:
Algorithm ObjectId: 2.16.840.1.101.3.4.3.19 ML-DSA-87
Public Key Length: 20736 bits

3.4 Emitir, revogar e publicar certificados (LCR)

Com a AC pronta, o ciclo de vida dos certificados (emissao, revogacao e publicacdo de LCR) pode ser
conduzido pela interface grafica ou pela linha de comando. Em ambos os caminhos, a chave da folha é gerada
e permanece dentro do HSM, e todas as assinaturas (certificado e LCR) usam a chave ML-DSA da AC no
hardware.

3.4.1 Pela interface grafica (GUI)

O fluxo completo pela GUI: gerar a requisicdo com a chave no HSM (snap-in Certificates, passos 1 a 6) e operar
o ciclo de vida no console da AC ( certsrv.msc, passos 7 a 11).

o No snap-in Certificates ( certmgr.msc para o usuario ou certlm.msc para a maquina), clique com o
botao direito em Personal — All Tasks — Advanced Operations — Create Custom Request (Figura 18).

& certmgr - [Certificates - Current User\Personal] - O *

File Action View Help

e« | sHE B8 6= HE

Gl Certificates - Current User || Object Type
? ‘F Find Certificates... cates
» ] Trus
» [ Ente All Tasks » Find Certificates...
5 | Inter
s [7] Acti View > Request New Certificate...
1T I rt...
’ . s Refresh mpo
» | Untr
s [ Thir Export List... Advanced Operations » Create Custom Request...
3 [ Trus Help Enroll On Behalf Of...
» [ Clies Manage Enrollment Policies...
> [ Certificate Enrollment Reque:
» [ | Srnart Card Trusted Roots
&Create Custorn Request...

Figura 18. Inicio do pedido em Personal — All Tasks — Advanced Operations — Create Custom Request.
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o Em Select Certificate Enrollment Policy, escolha Proceed without enrollment policy (requisicdo custom,
sem politica do AD) (Figura 19).

[5] Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based on predefined certificate templates.
i Certificate enrcllment pelicy may already be cenfigured for you.

Configured by you Add New
Custom Request

Proceed without enrollment policy

Cancel

Figura 19. Custom Request: Proceed without enrollment policy.

Em Custom request, selecione o template "(No template) CNG key" e o formato PKCS #10 (Figura 20). O
KSP é um provedor CNG, entdo a opcdo precisa ser CNG key, ndo Legacy key.

5] Certificate Enrollment

Custom request

Chose an option from the list below and cenfigure the certificate options as required.

. Template: (No template) CNG key 5

[_] Suppress default extensions
Request format: @ PKCS #10
) CMC

Mote: Key archival is not available for certificates based on a custom certificate request, even when this
optien is specified in the certificate template.

Cancel

Figura 20. Template (No template) CNG key e formato PKCS #10.
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o A tela Certificate Information resume o pedido; clique em Details — Properties para configura-lo (Figura

21). Na aba Subject, informe o titular (ex.: CN=... ) (Figura 22); na aba Extensions, ajuste o Key usage (ex.:
Digital signature) (Figura 23).

5] Certificate Enrollment

Certificate Information

Click Mext to use the options already selected for this template, or click Details to customize the certificate
request, and then click Next.

| Custom request .er STATUS: Available Details ~
| The following eptions describe the uses and validity period that apply to this type of certificate: |
i Key usage:
Application policies:
Validity period (days):
Properties

Cancel

Figura 21. Certificate Information antes de configurar: clique em Details — Properties.

Certificate Properties *

General Subject Extensions Private Key

| Thesubject of a certificate is the user or computer to which the certificate is issued. You

can enter information about the types of subject name and alternative name values that
can be used in a certificate,

i Subject of certificate
The user or computer that is receiving the certificate

Subject name:

Type: CN=User PQC
Common name v Add =
Value:

e < Remove

Alternative name:

Type:
Directory name ~
Value: .
Add =
< Remove

oK Cancel Apply

Figura 22. Aba Subject: nome do titular do certificado.
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Certificate Properties

General Subject Extensions  Private Key

| Thefollowing are the certificate extensions for this certificate type.

Key usage
| The key usage extension describes the purpose of a certificate,

Available options:

Selected options:
CRL signing W

Data encipherment

Decipher onl
R —

Key agreement

Key certificate signing < Remave
Key encipherment

Non repudiation

B Make these key usages critical

Extended Key Usage (application policies)

Basic constraints

Ok Cancel Apply

Figura 23. Aba Extensions: Key usage do certificado (ex.: Digital signature).

e Na aba Private Key — Cryptographic Service Provider, marque o conjunto desejado do kNET Key Storage

Provider, por exemplo ML-DSA:65, kNET Key Storage Provider (Figura 24). E essa escolha que faz o
par de chaves nascer dentro do HSM.

Certificate Properties

General Subject Extensions Private Key
Cryptographic Service Provider
A C5P is a program that generates a public and private key pair used in many

certificate-related processes,

Select cryptographic service provider (C5P):

[ ML-DSA:44 kMNET Key Storage Provider
B ML-D5A:6S,kMET Key Storage Provider
) ML-DSA:87 kMET Key Storage Provider
[ ML-KEM:512, kMET Key Storage Provider
[ ML-KEM: 768, kMET Key Storage Provider
[T ML-KEM: 1024, kMET Key Storage Provider

[[]Show all C5Ps

Key options

Select Hash Algorithm

Select Signature Format

Figura 24. Provedor ML-DSA:65, kNET Key Storage Provider selecionado: a chave é gerada no HSM.
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e De volta a tela Certificate Information, agora com as opgdes aplicadas (Figura 25), conclua salvando a

requisicdo ( .req) em Base 64 (Figura 26). A chave privada ja estd no HSM; o arquivo carrega apenas o
pedido (CSR).

5] Certificate Enrollment

Certificate Information

Click Mext to use the options already selected for this template, or click Details to customize the certificate
request, and then click Next.

Custom request .er STATUS: Available Details ~
The following eptions describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature
Application policies:
Validity period (days):
Properties

Cancel

Figura 25. Certificate Information ap6s a configuracdo do pedido.

5 Certificate Enrollment

Where do you want to save the offline request?

If you want to save a copy of your certificate request or want to process the request later, save the request

te your hard disk or removable media. Enter the location and name of your certificate request, and then
click Finish,

File Mame:
Chlsers\Administrator\Desktop\user-pgc.req

File fermat:
© Base 64

() Binary

Cancel

Figura 26. Requisicdo salva em Base 64 ( .req ).
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0 No console da AC ( certsrv.msc ), botao direito no né da AC — All Tasks — Submit new request e
selecione o .req (Figura 27). Numa AC standalone, o pedido entra como pendente.

Til certsry - [Certification Autharity (Local)\Kryptus PQC Root CA] - [m] *
File Action View Help

e n Bz H > =

fgj Certification Autherity (Local) || MName

w E Kryptus PQC P~ 70

] Revoked C All Tasks > Start Service

% Issuefi Cer . 1 Stop Service

"1 Pending R )

[ Failed Req Refresh Submit new request...
Export List... Back up CA...

- Restore CA...
Properties
Renew CA Certificate...

Help

Submit a new certificate request to this CA

Figura 27. All Tasks — Submit new request: envio do CSR a AC.

0 Em Pending Requests, botao direito no pedido — All Tasks — Issue para emitir (Figura 28). O certificado
passa para Issued Certificates, de onde pode ser exportado e inspecionado: a folha emitida tem chave
publica ML-DSA-65 e foi assinada pela AC com ML-DSA-87 (Figura 29).

T3l certsrv - [Certification Autharity (Local)\Kryptus PQC Root CA\Pending Requests] = [m] *
File Action View Help

=9 x|c=H

fﬁ] Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Requesi,

~ @i Kryptus PQC Root CA
| Revoked Certificates

All Tasks > View Attributes/Extensions...

J: Issuefi Certificates e Export Binary Data...
| Pending Requests
[ Failed Requests Help lssue

Deny

Force the policy module to reevaluate this request

Figura 28. Aprovacdo do pedido pendente em All Tasks — Issue.
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. wa Certificate X
| General Detalls Certification Path

I Show: <l ~

Field Value :
Signature algorithm ML-DSA-87 |
BSignature hash algorithm MoHash |
=] 1ssuer Kryptus PQC Root CA f
B\Jalid from Wednesday, May 27, 2026 &:... |
=] valid to Thursday, May 27, 2027 6:11:... |
= subject User PQC |
[=] Public key ML-DSA-65 (15616 Bits)
E]Ql hiert Kaw Tdantifier AhAaf1RaEed7i Weadd 137
ML-DSA-37
Edit Properties. .. Copy to File...

Figura 29. Certificado emitido: Public key ML-DSA-65 e Signature algorithm ML-DSA-87.

o Para revogar, em Issued Certificates, botao direito no certificado — All Tasks — Revoke Certificate (Figura
30); escolha o motivo e confirme (Figura 31).

I3l certsrv - [Certification Authority (Local)\Kryptus PQC Root CA\lssued Certificates] = [m] *
File Action View Help

=% 6= H

ﬁ Certification Authority (Local) Request ID Requester Name Binary Certificate Certificate Template Serial Mumber

v gl Kryptus PQC Root CA ; it &y -----BEGIN CERTI... 7400 .|
| Revoked Certificates Open
| Issued Certificates |
[ Pending Requests All Tasks > View Attributes/Extensions...
|| Failed Requests Refresh Export Binary Data...
Revoke Certificate
Help

|Revoke this Certificate

Figura 30. All Tasks — Revoke Certificate.
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Certificate

Revocation

p s

Are you sure you want to revoke the selected cerificate(s)?

Specify a reason, date and time.

Reason code:

Unspecified

Date and Time:

5272026

B~ || 6:13PM $

fes

Mo

Figura 31. Didlogo de revogagao: Reason code e data/hora.

@ Para publicar a LCR, em Revoked Certificates, botédo direito — All Tasks — Publish (Figura 32) e escolha

New CRL (Figura 33).

fﬁ] certsrv - [Certification Authority (Local)\Kryptus PQC Root CA\Revoked Certificates]

= *
File Action View Help
o9 7z Bc=H
fgj Certification Authority (Local) | Request ID I Revocation Date I Effective Revocation Date Revocation Reason Requester I'
~ @l Kiyptus POC Root CA Bal2 5/27/2026 4:40 PM  5/27/2026 4:40 PM Unspecified WIN-KMGFH
|| Revoked Certificates =l S/37/1IM0A SR8 DA 5/27/2026 5:58 PM Unspecified WIN-KMGF,
[ Issued All Tasks > Publish | 5/27/2026 5:58 PM Unspecified WIN-KMGH
[ Pendir ) 5/27/2026 5:58 PM  5/27/2026 5:58 PM Unspecified WIN-KMGF
[ ] Failed fliew ? 5/27/2026 5:56 PM  5/27/2026 5:56 PM Unspecified WIN-KMGF
Refresh 5/27/2026 5:58 PM  5/27/2026 5:58 PM Unspecified WIN-KMGF
res 5/27/2026 6:09 PM  5/27/2026 6:09 PM Unspecified WIN-KMGH
Export List... 5/27/2026 6:13 PM  5/27/2026 6:13 PM Unspecified WIN-KMGF
Properties
Help

!Manually publish current CRL

Figura 32. All Tasks — Publish: geracdo de nova LCR.

. Publish CRL
|

The latest published Cerificate Revocation List {CRL) is still valid. Clients may not
receive a new CRL until after their cument one expires.

Type of CRL to publish:
O hew CRL

lssues a complete CEL, which contains up4o-date revocation information

forthe CA.

Detta CRL only

|zzuez an abbreviated werzion of the CRL, which containg only the updates to
the CRL that have been made zince the lazst ime it waz publizhed.

Figura 33. Publish CRL: New CRL.
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m A LCR também é assinada com a chave ML-DSA da AC. Em Revoked Certificates — Properties — View CRLs
— View CRL, o campo Signature algorithm exibe ML-DSA-87 (Figura 34).

Certificate Revocation List *

CRL Publishing Parameters View CRLs General Revocation List
' Below are listed all CRLs and Delta CRLs cumently generated by this CA. % Certificate Revocation List Information
| Il the CAkey is re-used during a renew, the old index is re-used and you H
< may see some skipped indexes.
i CRLs Field Value
- Key Index Effective Date Expiration Date Publish Status D\J‘ersion V2
0 B27/2026 6:04 .. 6/4/20266:24 AM 0K DISSUEF Kryptus PQC Root CA
DEf‘fech've date Wednesday, May 27, 2026 6:04:3...
DNext update Thursday, June 4, 2026 6:24:36 AM
I Signature algorithm  ML-DSA-87
DSignab.lre hash alg... MoHash
View CRL {57 Autharity Key Iden... KeyID=a0756378a0d9d467a64fa. ..
Detta CRLs .'QCA Version vo.o
Key Index  Effective Date Expiration Date Publish Status "QCRL Number 04
Value:
ML-DSA-GT
oK Cancel Apply Help

| e

Figura 34. Detalhes da LCR: Signature algorithm em ML-DSA-87.

3.4.2 Pela linha de comando (CLI)

As mesmas operacdes por linha de comando (saida real, resumida nos trechos mais longos; servidor
anonimizado como <server-name> ):

o Emitir um certificado (folha ML-DSA-65).

# leaf.inf: solicita¢ao de uma folha pds-quantica no HSM
[NewRequest]

Subject = "CN=pqc-server.exemplo.local”

RequestType PKCS10

ProviderName = "kNET Key Storage Provider"

KeyAlgorithm = ML-DSA-65

MachineKeySet = TRUE

KeyUsage = 0x80

PS> certreq -q -new -f leaf.inf leaf.req
CertReq: Request Created

PS> certreq -q -config "<server-name>\Kryptus PQC Root CA" -submit leaf.req leaf.cer
RequestId: 2

RequestId: "2"

Certificate request is pending: Taken Under Submission (©)

PS> certutil -resubmit 2 # o operador da AC aprova

Certificate issued.

CertUtil: -resubmit command completed successfully.

PS> certreq -q -config "<server-name>\Kryptus PQC Root CA" -retrieve 2 leaf.cer
RequestId: 2

RequestId: "2"

Certificate retrieved(Issued) Issued Resubmitted by <server-name>\Administrator
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O certificado emitido forma uma cadeia 100% pos-quantica: chave da folha ML-DSA-65, assinada pela
AC com ML-DSA-87.

PS> certutil -dump leaf.cer
Serial Number: 740000000234fa2471b0af2152000000000002
Signature Algorithm:

Algorithm ObjectId: 2.16.840.1.101.3.4.3.19 ML-DSA-87
Issuer:

CN=Kryptus PQC Root CA

Subject:

CN=pqc-server.exemplo.local
Public Key Algorithm:

Algorithm ObjectId: 2.16.840.1.101.3.4.3.18 ML-DSA-65
Public Key Length: 15616 bits

o Revogar e publicar a LCR (CRL).

PS> certutil -revoke 740000000234fa2471b0af2152000000000002

Revoking "740000000234fa2471b0af215a000000000002" -- Reason: Unspecified
CertUtil: -revoke command completed successfully.

PS> certutil -CRL

CertUtil: -CRL command completed successfully. # LCR assinada com ML-DSA-87

e Verificar a cadeia e a revogagao.

PS> certutil -verify leaf.cer
ChainContext.dwErrorStatus = CERT_TRUST_IS_ REVOKED (©x4)

CertContext[0][0]: dwInfoStatus=102 dwErrorStatus=4
Issuer: CN=Kryptus PQC Root CA
Subject: CN=pqc-server.exemplo.local
Serial: 740000000234fa2471boaf2152000000000002
Element.dwErrorStatus = CERT_TRUST_IS REVOKED (©0x4)
CRL 03:
Issuer: CN=Kryptus PQC Root CA

CertContext[@][1]: dwInfoStatus=10c dwErrorStatus=0
Subject: CN=Kryptus PQC Root CA # raiz autoassinada ML-DSA-87
Element.dwInfoStatus = CERT_TRUST IS SELF_SIGNED (0x8)

The certificate is revoked. ©x80092010 (-2146885616 CRYPT_E_REVOKED)
Leaf certificate is REVOKED (Reason=0)
CertUtil: -verify command completed successfully.
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4. Consideracoes Finais

Computadores quanticos criptograficamente relevantes ameacam os algoritmos assimétricos classicos (RSA,
ECDSA, Diffie-Hellman). O risco é imediato mesmo antes de tais maquinas existirem, por causa do ataque
"harvest now, decrypt later": dados e assinaturas capturados hoje podem ser quebrados no futuro. Por isso a
migracao precisa comecar agora.

Esse movimento é coordenado por governos. Nos EUA, o NIST publicou os padrdes (FIPS 203/204/205) e a
NSA, pela suite CNSA 2.0, exige criptografia pds-quantica nos Sistemas de Seguranca Nacional, com transigao
preferencial até 2030-2033 e plena até 2035. A Casa Branca (NSM-10) e o OMB orientam as agéncias federais a
migrar no mesmo horizonte. Na Europa, a Comissdo Europeia recomendou, em 2024, que os Estados-membros
adotem um roteiro coordenado de transicdo para a PQC, favorecendo esquemas hibridos e com metas em
torno de 2030 para sistemas de alto risco e 2035 de forma ampla, apoiada por guias nacionais como os do BSI
(Alemanha) e da ANSSI (Franga). A mensagem é convergente: planejar e iniciar a migracao agora.

A transicao pds-quantica saiu do plano teorico e chegou a PKI corporativa do Windows. Com a KB5087539 e o
provedor CNG da Kryptus, é possivel, hoje, operar uma Autoridade Certificadora ML-DSA com a chave de
assinatura protegida no ASI-HSM AHX5 kNET, unindo resisténcia quantica e seguranca de hardware.
Recomendamos iniciar pelos pilotos de hierarquia paralela e pelo mapeamento dos pontos da sua PKI que
precisardo de assinatura pos-quantica.
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